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SCOPE AND OBJECTI VES

Section 17.04, Florida Statutes, authorizes the Conptroller
of the state to examne, audit, adjust and settle the
accounts of all the officers of this state and any other
person in anywi se entrusted with, or who may have received
any property, funds or noneys of this state. In accordance
with this authority, we have perfornmed an operational
conpliance audit of the State Technology Ofice (STO
within the Departnent of Managenent Services (DVS), and
al so certain technol ogy contracts in other agencies.

The nature and diversity of the STO precluded an
exam nation of all aspects of the STO on a tinely basis.

The scope of our audit focused primarily on STO operationa

functions that incurred |arge disbursenents. The scope of
the audit also focused on evaluating various systens of
internal control for the STO and other state entities with
i nformation technol ogy expenditures. The audit period was
primarily July 1, 2000, through Septenber 30, 2001, and
al so included sel ected actions taken prior to July 1, 2000.

Qur audit sanple included $59 million out of $763 mllion
information technology disbursenments for eight state
agenci es, as follows:

The Departnent of Managenent Services

The Departnent of Transportation

The Departnent of Revenue

The Departnent of Education

The Departnment of Business and Professional Regul ation
The Departnent of Health

The Departnment of Children and Family Services

The Departnent of Labor and Enpl oynent Security

The overall objective of the audit was to evaluate the
STO s accountability and financial integrity with respect
to the disbursenent of state funds. Additionally, due to
the STO being involved in procurenment and contracting
deci sions of several state agencies, a secondary objective
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of the audit was to evaluate, on a statewi de basis,
i nformati on technol ogy procurenment and contract managenent.
Thi s i ncl uded:

Evaluating the STOs performance in admnistering
assi gned responsibilities in accor dance W th
applicable |laws, rules and other guidelines.

Determ ning the extent to which the system of internal
control pronotes and encourages the achievenent of

managenent’ s obj ectives I n t he cat egories of
conpliance with applicable laws, adm nistrative rules
and ot her gui del i nes; econoni c and ef ficient

operations; the reliability of financial records and
reports; and the safeguardi ng of assets.

Provi di ng managenent with information and findings to
assist in evaluating their systens of internal contro
rel evant to the STO

VETHODOL OGY

Pursuant to Section 17.04, Florida Statutes, we utilized
generally accepted auditing procedures to provide a
reasonabl e basis that state funds were appropriately spent.

As a part of our audit, we examned, on a test basis,
evi dence supporting transactions which occurred and actions
taken by various nenbers of managenent , per f or med
anal ytical procedures, reviewed appropriate |aws, rules,
and other guidelines, and evaluated the pertinent systens
of internal control

BACKGROUND

Effective July 1, 2000, Chapter 2000-164, Laws of Florida,
provided for the creation of the State Technology Ofice,
adm ni stratively placed within the Departnment of Managenent
Services, which is headed by a Chief Information O ficer
(ClO appointed by the Governor. Additionally, effective
July 1, 2001, Chapter 2001-261, Laws of Florida, provided
for the STO to becone a state agency.
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(77 The powers, duties and functions of the STO are enunerated
under Section 282.102, Florida Statutes. Sone of these
duties and functions are described bel ow

To publish electronically the portfolio of services
avai l able fromthe STO

To coordinate the purchase, |ease and use of al
i nformation technol ogy services for state agencies.

To integrate the information technology systens and
servi ces of state agencies.

To enter into agreenents for the support and use of
informati on technol ogy services of state agencies and
political subdivisions of the state.

To purchase from or contract with information
t echnol ogy provi ders for i nformation t echnol ogy
facilities or services.

To provide an integrated electronic system for
depl oyi ng gover nnment product s, services and
information to individuals and busi nesses.

(8) Section 216.272, Fl ori da St atutes, provi des for t he
creation of working capital trust funds for the purpose of
providing sufficient funds for the operation of data
processing centers. Section 216.272(2), Florida Statutes,
provides that the funds allocated shall be in an anount
sufficient to finance each center’s operations. However,
each agency served by a center shall contribute an anount
equal to its proportionate share of cost of operating such
data processing center. Each agency utilizing the services
of the data processing center shall pay such nobneys into
the appropriate working capital trust fund on a quarterly
basis or such other basis as may be determned by the
Executive Ofice of the Governor.

(99 The STO uses the Electronic Data Processing (EDP) and
Communi cations Working Capital Trust Funds to account for
data processing and SUNCOM services respectively. These
funds are descri bed bel ow

The EDP Working Capital Trust Fund was established to
recover costs associated wth data  processing
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services. Disbursenents for the year ended June 30,
2001, were approximately $14 mllion.

The Conmunications Wrking Capital Trust Fund was
established to recover costs associated wth the
state’s |ocal and long distance comunications
providers or better known as the SUNCOM State
entities and ot her or gani zati ons utilize these
services and are billed nonthly by the STO The STO
in turn uses the revenue to pay the comrunications
providers and the STOs operating costs. SUNCOM
related disbursenents for the year ended June 30,
2001, were approximately $115 mllion.

(100 Additionally, the STO receives general revenue and other
trust fund revenues that are described bel ow

A DVM5 Technol ogy General Revenue Appropriation was
used to account for general operating and specific
proj ect expenditures. Expenditures for the year ended
June 30, 2001, were approximately $7 mllion.

The State Agency Law Enforcenent Radio System Trust
Fund was established in the STO pursuant to Section
282. 1095, Florida Statutes. This Trust Fund is used to
fund the State Agency Law Enforcement Radio System
Di sbursenents for the year ended June 30, 2001, were
approximately $55 mllion, of which $40 mllion
represented an advanced contract paynent to Com Net
Eri csson.
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PRELI M NARY AND TENTATI VE FI NDI NGS

STATEW DE | SSUES

Contract Anpunt

FINDING NO 1

There was not always adequate docunentation to support how
state agencies arrived at a total contracted anmount when

using state term contracts for Information Technology (IT)
consul ting services.

State agencies generally contract with IT consultants to
provide 1) routine day-to-day IT related operations, 2)
information related reports, and 3) project specific
servi ces. Contracting agencies are responsible for
preparing a statenment of work/requirenments for subm ssion
to the contractor and negotiating a contract which should
include at a mninmum specific deliverables, personnel
assi gned, time period commtnents and costs. Thi s
i nformati on should agree to the state term contract.

A nmenorandum issued by the DM, Division of State
Purchasing on July 25, 2000, provided that state agency
purchasing officers should seek conpetition between |IT
consulting vendors. The neno further stated that the
consulting vendor rates published in the contracts were
ceiling rates and to the extent practicable, state agencies
should negotiate |ower rates depending on the conplexity
and duration of a project.

Qur audit test indicated that 9 of 60 (15% contracts for
| T consulting services did not provide adequate detail as
to how the contracted anmount was determ ned. W not ed
instances where there was neither a cost breakdown of
services performed by job positions with the applicable
rates nor docunentation to support the determ nation of the
hours used in conputing the contracted anount.

RECOMVENDATI ON NO. 1
We recommend that the DVS, Division of State Purchasing,

in
consultation with the STO pronul gate standards which shoul d
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include in detail the determ nation of hours required and
the hourly rates utilized in conputing the total contracted
anount .

Contract Deliverable Provision

FI NDI NG NO. 2

I T consultant contracts did not always have units of

deliverables, mlestones or a clear definition as to what
was to be produced.

The DMS, Division of State Purchasing awarded state term
contracts for |IT consulting services on a nonexclusive
basis to qualified vendors. This is simlar to having a
pool of ©pre-qualified vendors where state agencies may
sel ect a vendor by issuing a purchase order for services.
This nethodology allows for very general deliverables in
the state term contract and flexibility for all state
agencies to procure with nore specific requirenents on
purchase orders.

Qur audit test indicated that 19 of 62 (31% contracts for
| T consulting services did not have deliverables that were
measurable, quantifiable or statenents as to what was

supposed to be produced. This problem was further
conpounded when vendor invoices were submtted to the state
for paynent wthout sufficient detail to discern the
services provided. In many instances, we noted vendor

invoices with a statenment “Please remt for professional
services rendered.”

As a result, the propriety of services rendered becones
guesti onabl e. It also becones difficult to determne the
vendor’s responsibility, resulting in difficulty in holding
t he vendor accountabl e for performnce.

RECOMVENDATI ON NO. 2

We recommend that the DVS, Division of State Purchasing and
the STO pronulgate standards for state agencies to use in
witing contracts that include wunits of deliverables,
m | estones or a clear definition as to what is supposed to
be produced.
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STATEW DE CONTRACT MANAGEMENT

Contr act managenent i nvol ves t he adm ni stering and
noni tori ng of contract requirements to ensure
accountability and conpliance with program requirenents.
Every organization that enters into contracts with vendors
has the responsibility to establish a nethodology to
achi eve these objectives. This is nost often acconplished
through the establishnent of witten policies and
pr ocedur es.

An effective contract managenent policy should include
mai ntaining files and records to adequately support the
performance of the contractors and provide accountability
for the funds disbursed. It should also provide assurance
that all activities are perforned in accordance wth
contract terns and that the state is obtaining best val ue.

The nonitoring of contracts should be performed according
to a set of criteria and guidelines that should include,
but not be limted to:

Structure and content of contract files;

Docunmenting nonitoring activities;

Docunenting and corroborating submtted reports and
docunent s;

Mai nt ai ni ng adequate and conpl ete docunentation in the
file to support and reconcile the disbursenent of
funds; and

Docunmenting the procedural actions taken by the
contract manager in verifying and concluding contract
del i ver abl es.

Contract Monitoring

FI NDI NG NO. 3

Qur audit noted that the IT contract files did not always

contain adequate docunentation to support nmoni tori ng
activities.

Qur review of 18 IT contract files totaling $19.6 nmillion
i ndi cated the foll ow ng:
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W noted 3 (17% agency contract files contained
i nconclusive evidence that the agency’s contract
manager received, reviewed and analyzed submtted
reports and records.

We noted 8 (44% agency contract files did not contain
adequat e evidence that a determ nation was nmade of the
contractor’s overall performance.

W noted 8 (44% agency contract files contained
insufficient evidence to ascertain the |evel of
servi ce provided.

RECOMVENDATI ON NO. 3

We recommend that the DMS, Division of State Purchasing and
the STO promul gate standards for state agencies to follow
in the IT contract nmnagenent process. We al so recommend
that the procedures include docunentation to support all
nmonitoring activities perfornmed by the contract manager.

FI NDI NG NO. 4

I T consulting services paynents did not always have

docunentation sufficient in detail to support t he
di sbursenment of funds.

Qur review of 102 IT consulting services paynents totaling
$21.25 mllion indicated the follow ng:

We noted 48 (47% paynments where the invoice provided
was not sufficient in detail to clearly define the
units of deliverable.

W noted 12 (12% paynents where the hourly rates on
the invoice were not reconcil able to purchase orders.

W noted 8 (8% paynents did not contain signatures
approving the paynents to the vendor.

W noted 6 (6% paynents where services were provided
by the vendors after the required delivery date.
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RECOMMVENDATI ON NO. 4

(299 W recommend that the STO pronmulgate standards for
mai nt ai ni ng docunentation in sufficient detail to determ ne
that the disbursenent of funds is nmade in accordance with
contract terns. In addition, docunentation should ensure
goods or services are satisfactorily provided and paynents
are properly authorized by the contract manager.

Contract Authorizati on and Renewal

FI NDI NG NO. 5

Procurenment files maintained by the DMS, Division of State
Purchasi ng did not always contain adequate docunmentation to

support the required contract authorizations and actions
taken for contract renewals as provided by Florida | aw

(31) Prior to the execution of a contract, the agency’s
managenment should review and sign the contract indicating
their acceptance of the terns of the contract. Secti on
287.057 (18), Florida Statutes, requires that each agency
establish a review and approval process for contractual
services contracts costing nore than $50,000 that includes
program financial and legal review and approval. I n
addition, Section 287.058(2), Florida Statutes, requires
that witten agreenents be signed by the agency head and
the contractor prior to the rendering of any contractual
servi ce.

(32) For contract renewal s, Section 287.057 (13), Fl ori da
Statutes, requires that contractual service contracts nmay
be renewed in witing on a yearly basis for no nore than
two years or for a period no longer than the original
contract, whichever period is |onger. It requires that
renewals be contingent upon satisfactory performance
eval uati ons by the agency.

(33) Qur review of 17 DM, Division of State Purchasing
procurenent files indicated the foll ow ng:

W noted 8 (47% files did not contain the approva
from the Ofice of the GCeneral Counsel as to the
| egality of the contract.
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W noted 6 (35% files did not contain an
aut hori zation by the agency head or the agency head s
del egat ed representati ve.

W noted 2 (12% contracts received a third year
renewal without justification for the additional year.

RECOMVENDATI ON NO. 5

W recommend that the DMS, Division of State Purchasing
obtain authorizations for contracts and renew contracts in
accordance with Florida | aw.

STATE TECHNOLOGY OFFI CE

Organi zational Structure

FI NDI NG NO. 6

The STO did not establish an organizational structure with
clear lines of authority and responsibilities wthin

organi zational wunits. As a result, the internal control
systemwas significantly conprom sed.

As part of the internal control environment, it is
i mport ant for every organi zati on to establish an
or gani zat i onal structure to provide clear lines of

authority and responsibilities within organi zational units.
Al t hough sone lines of authority carried over from DVS, the
STO was a congloneration of DMS enployees, independent
contractors, other state agency enployees and contracted
enpl oyees from the State University and Community Coll ege
Syst ens. Qur audit noted that there was no clear line of
authority and responsibility.

Evi dence obtained from the audit indicated m scomuni cati on

anong i ndividual enployees and organizational units. In
addition, operating processes and workfl ow were not always
consi stent. This contributed to the ineffectiveness and

nonexi stence of certain key internal controls that were
essential for maintaining accountability.
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RECOMMVENDATI ON NO. 6

W recomend that the STO inpl enent an official

organi zational structure that establishes clear |ines of
authority and responsibility within a system of internal
control. Additionally, the clear lines of authority and

responsi bility should be conmunicated to all enployees.

Del egati on of Authority

FI NDI NG NO. 7

The STO did not provide a witten delegation of authority
to individuals who entered into contracts on behalf of the

STO As a result, sone of the STO contracts were not
properly executed.

Section 282.102(10), Florida Statutes, authorizes the STO
to enter into agreenents for the support and use of
information technology services of state agencies and
political subdivisions of the state. W noted 5 contracts
totaling $2.11 nillion where individuals within the STO
entered into witten agreenents Wi thout a witten
del egation of authority fromthe state CIO In 1 of the 5
i nstances noted, a contract enployee entered into a witten
agreenment for $1.2 mllion on behalf of the STO

RECOMMVENDATI ON NO. 7

W recommend that the state CIO establish a witten
del egation of authority clearly identifying the individuals
authorized to enter into witten agreenents on behalf of
the state C O

No Witten Agreenent

FI NDI NG NO. 8

(42) The STO authorized the disbursement of funds to sone

vendors without a valid witten agreenent.
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Section 287.058(1), Florida Statutes, requires contracts in
excess of $25,000 to be evidenced by a witten agreenent.
This also represents effective internal control

Qur review of 25 contracts totaling $12 nillion indicated
t he foll ow ng:

W noted 4 (169% contracts totaling $590,227 were
entered into and conpl eted based on an oral agreenent.

W noted 2 (8% paynents where the contracted anounts
were exceeded by $362,714 prior to issuing contract
anmendnent s and adj usti ng purchase orders.

W noted 3 (12% paynents totaling $273,334 where
services were perfornmed and paynent was nmade after the
contract had expired.

RECOMMVENDATI ON NO. 8

We recommend that the STO take actions to ensure conpliance
with Florida law and that all contracts in excess of
$25,000 and <contract extensions and anmendnents be in
writing.

Contract Provi si ons

(46)

(47)

(48)

FI NDI NG NO. 9

Qur audit noted STO contracts did not always have a defined
del i ver abl e.

Section 287.058(1)(d), Florida Statutes, provides that each
procurenent of contractual services in excess of $25,000
shall contain a provision for dividing the contract into
units of deliverables.

Qur review of 14 contracts totaling approximtely $5.44
mllion indicated that 5 (36% did not expressly state
deliverables that were quantifiable, nmeasurable or had an
end result. As a result, there is |imted assurance that
the state is obtaining substantial performance for noney
spent .

-20-



Par .

No.

(49)

(51)

(52)

DRAFT
RECOMVENDATI ON NO. 9

We recommend that the STO wite contracts which adequately
detail the required deliverables.

FI NDI NG NO. 10

STO enployee leasing contracts wth the Tallahassee
Community College (TCC) had vague and mssing contract

terms. As a result of a contract dispute with TCC, the STO
may have paid an anount greater than what was originally
i nt ended.

The STO entered into contracts with the TCC to |ease two
enpl oyees. Neither of these <contracts contained an
adequate description of the conditions and resources
provided by the TCC For one of the contracts, the STO
paid $27,257 nore than it had anticipated in the witten
cover letter. W noted the following for this contract:

The contract was for a fixed price agreenent not to
exceed $150, 000.

The contract did not include details of t he
i nt erchange of agency personnel. These terns shoul d
have i ncl uded a descri ption of position

responsibilities, hourly rates or annual salary and
any formulas or ampunts included in the conplete
sal ary package.

The support costs were not defined.

The travel expenses did not include a reference to
Section 112.061, Florida Statutes.

Contract deliverables were not clearly stated.

Wthout clearly stated contract ternms, it is difficult to
determine the requirenents of the contracting parties.
Di sputes could arise that would be difficult to resolve.
Good business practices dictate that contract terns be
stated clearly and in sufficient detail
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RECOMMVENDATI ON NO. 10

W recommend that all contracts entered into by the STO
contain clear and concise |anguage to adequately descri be,
in detail, the terns and conditi ons of the contract.

Recei pt of Goods and Services

FI NDI NG NO. 11

The STO vendor invoices did not always have a docunented
approval for paynent or an acknow edgenent from the person

with direct physical know edge that goods or services were
satisfactorily received.

The STO docunents the receipt of goods or services either
on a receiving report copy of the purchase order or with a
signature and date on the vendor invoice. Qur audit noted
22 of 45 invoices (49% did not indicate approval for
payment by a person who had direct physical know edge that
the contract deliverables were satisfactorily received. W
also found 2 (4% paynents did not contain authorized
si gnatures approving the vendor paynent. Exanples include:

A $1.9 million invoice for infrastructure wiring for
the Mam Beach Convention Center

A $500, 580 invoice for licensing and software support.

By not following this procedure, the STO greatly increases
the |ikelihood of inproper paynents or paynent for goods
and services not satisfactorily received.

RECOMVENDATI ON NO. 11

W recommend that the STO establish witten procedures
requiring the approval of all goods or services for paynent
by individuals having direct physical know edge that the
goods or services wer e satisfactorily received.
Additionally, these docunented acknow edgenents should be
si gned and dat ed.
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STO CONTRACT NMANAGEMENT

As previously stated, contract nmanagenent involves the
adm nistering and nonitoring of contract requirenents to
ensure accountability and conpl i ance with program

requirenents. An effective contract managenment policy
includes mintaining files and records that adequately
docunent nmonitoring activities. This would include

corroborating submtted reports and docunents and the
procedural actions taken to verify and conclude contract
del i ver abl es.

In addition, a contract managenent policy should describe
the types of source docunentation that is required to
support the disbursenent of funds. The docunentation
should be sufficient in detail to determne whether the
paynment was nade in accordance with contract terns, whether
the goods or services were satisfactorily provided and
whet her the paynents were properly authorized.

STO Contract Mnitoring

FI NDI NG NO. 12

The STO s docunmentation to support paynent was not always
sufficient in detail to support the disbursenent of funds.

As a result, the propriety and |l evel of services provided
i s uncl ear.

Qur review of 45 STO paynents totaling $4.81 mllion
i ndi cated the foll ow ng:

W noted 11 (24% paynents where the invoices did not
provide sufficient detail to define the wunits of
deliverable or the scope of work perforned.

W noted 5 (11% paynents were not supported by
purchase orders to docunent the authorization for the
pur chase of services.

We noted 3 (7% paynents where the voucher file did
not contain an invoice.
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RECOMVENDATI ON NO. 12

We recommend that the STO documentation be sufficient in
detail to determ ne that the disbursement of funds is nade
in accordance wth contract terms. In addition, sufficient
docunentation should ensure goods or services are
satisfactorily provi ded and paynent s are properly
aut hori zed.

FI NDI NG NO. 13

It is not clear why the STO contracted for a continuing
educational conponent of MFlorida.com with Informtion
Systens of Florida, Inc. when the Accenture E-Licensing

system contai ned a continuing educat i on component .
Docunentation to support the actions and the justification
for this decision appear not to exist.

On Decenber 22, 2000, the STO entered into a $1.2 mllion
contract wth the Information Systens of Florida, Inc. to
provide for the continuing education conponent of
M/Fl ori da.com  The objective of the project was to devel op
a web- based, cust oner - f ocused, cont i nui ng educat i on
processi ng system for the Governor’s agencies.

According to the STOs contract with Information Systens of
Florida, Inc., this system appears to be a duplication of a
conponent w thin Departnment of Business and Professional

Regul ation’s E-Licensing System The STO cancelled the
contract on April 17, 2001, and afterwards nade paynment on
three invoices totaling $250, 000. O her than a witten
agreenent, invoices and a letter, the docunentation to
support the facts and events for this financial transaction
appear not to exist. We cannot determ ne what services

were rendered for the $250, 000 pai d.

In August 2001, Information Systenms of Florida, Inc. sent
the STO another invoice for $350, 000. As of the date of
this report, the invoice remins unpaid and the STO is
attenpting to resolve the outstandi ng obligation.

RECOMVENDATI ON NO. 13

W recommend that the STO not enter into contracts that
duplicate services being received pursuant to an existing
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contract. W also reconmmend that the STO document their
decision process and that no paynents be made for any
contract wuntil it 1is determned that deliverables are
satisfactorily received. This finding is being referred to
the Ofice of Financial Investigations, Ofice of the
Conmptroller.

FI NDI NG NO. 14

The STO and the Departnment of Comrunity Affairs (DCA)
entered into an agreenment with the Infornmation Systens of
Florida, Inc. to develop a conponent of MFlorida. com

Docunent ati on to support cont ract managenent and
del i verabl es associated with $218, 000 of paynents does not
exi st.

On Decenber 29, 2000, the STO and the DCA entered into a
witten agreenment with the Information Systens of Florida,

Inc. for $318,000 to devel op a conponent of MFI orida.com

It was agreed that DCA had $100,000 available for the
system and would pay the first three tasks on the schedul e
of deliverabl es. Tasks 4 through 11 would be paid by the
STO for $218, 000. O her than the paynent voucher which

i ncluded invoices and a copy of the contract, it appears
that the STO had no other docunents available on file
pertaining to this project. There appears to be no

contract managenent by the STO
RECOMVENDATI ON NO. 14

We recommend that the STO inplenent witten procedures for
contract procurenment and contract managenent. This finding
is bei ng referred to t he Ofice of Fi nanci a
| nvestigations, Ofice of the Conptroller.

Wor ki ng Capital Trust Funds

FI NDI NG NO. 15

The STO transferred certain expenses from the El ectronic
Data Processing (EDP) Trust Fund to the Conmunications

Wor ki ng Capital Trust Fund which were not properly
supported by source docunents.
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Accountants routinely transfer or reallocate expenses from
one accounting fund to another as a neans of properly
mat ching costs to an appropriated revenue source. I n nost
instances, this is usually perfornmed when certain expenses
are comon to nultiple funding sources. These accounti ng
entries should have an allocation methodol ogy and shoul d be
properly supported by source docunents.

The STO increased the cash balance of the EDP Wbrking
Capital Trust Fund by $353,000 when certain salary expenses
were transferred to the Conmunications Wrking Capital
Trust Fund. The docunmentation to support the transaction
was not based on financial data representing enployee tine
allocation from either the Comrunications or EDP WrKking
Capi tal Trust Funds.

RECOMMENDATI ON NO. 15

W recommend that all financial transactions be based on

proper  financial dat a. If the STO perfornms salary
all ocations based on tine allotnents, all applicable
funding sources and actual time records need to be
considered in the analysis. Additionally, we recomrend
that the STO reinburse the Conmmunications Wrking Capital
Trust Fund, if it is determined that the financial

transacti on has no basis.

ENTERPRI SE- W DE | NDEPENDENT RESEARCH
AND ADVI SORY SERVI CE CONTRACTS

Funds provided in specific appropriations 2469A and 2711,
CGeneral Appropriations Act, for the 2000-2001 and 2001-2002
fiscal years respectively, were to provide enterprise-w de
i ndependent research and advisory services regarding
i nformation t echnol ogy resour ces. The Gener al
Appropriations Act provided an appropriation of $2.5
mllion for each year.

The STO entered into enterprise-w de independent research
and advi sory service contracts for the 2000-2001 and 2001-
2002 fiscal years. The intent of these contracts was to
provide a cost recovery approach where state agencies use
the services provided by the contracts. In turn, the STO
received paynent from the state agencies in order to
recover the STO s costs. The table below indicates the

-26-



Par .

No.

(78)

(79)

(80)

DRAFT

anounts spent and recovered by the STO for fiscal years
1999- 2000 t hrough 2001-2002.

Fiscal State Contract Amount Amount Amount
Year Appropriation  Amount Spent Recovered Not Recovered
1999/2000 ($1.50 million |$1.45 million|$1.45 million |$0 $1.45 million

2000/2001 ($2.50 million  [$1.80 million|1.75 million  [$644,050 |$1.11 million

2001/2002" [$2.50 million  [$2.30 million [1.15 million® [$834,500° [$315,500

Gartner Group Contracts

FI NDI NG NO. 16

During the 2000-2001 fiscal year, the STO paid $1.16
mllion of t he Gart ner G oup expenses from the
Communi cations Wrking Capital Trust Fund. This is in
violation of Section 216.292(1)(a), Florida Statutes, and

the CGeneral Appropriations Act, which required that these
expenses be paid fromthe Electronic Data Processing (EDP)
Wor ki ng Capital Trust Fund.

Wth a few exceptions, Section 216.292(1)(a), Florida
Statutes, provides that funds provided in the Ceneral
Appropriations Act, or as otherw se expressly provided by
l aw, shall be expended only for the purpose for which
appropri at ed.

As a nmeans of managing cash in the EDP Wrking Capital
Trust Fund, the STO initially paid the Gartner G oup
invoices from the Comunications W rking Capital Trust
Fund. Subsequently, the STO reallocated the respective
expenses to the EDP Wdrking Capital Trust Fund when cash
bal ances were nore nanageabl e in covering the expenses.

During the 2000-2001 fiscal year, the STO applied this
procedure wth the Gartner G oup expenses. However, after
the STO conpleted a series of journal transfers, there was
$1.16 mllion of Gartner G oup expenses that were recorded
to the Communi cations Working Capital Trust Fund.

! The 2001-2002 fiscal year represents five months of data.
2 Represents invoiced amount.
% Represents proposed recovery.
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(81) These expenses were not in agreenent with the General
Appropriations Act, which required the Gartner G oup
expenses be paid from the EDP Wrking Capital Trust Fund.
This situation is manifested due to the dollar value of the
Gartner Group contract and insufficient cash flow to cover
t he contract paynents.

RECOMMVENDATI ON NO. 16

(82) W& recomrend the STO conply with the General Appropriations
Act and Florida law. In addition, the STO should reinburse
the Communications W rking Capital Trust Fund for all
expenses incorrectly charged. This finding is being
referred to the Ofice of Financial Investigations, Ofice
of the Conmptroller.

FI NDI NG NO. 17

(83) The STO s decision to enter into a $1.8 mllion contract

wth the Gartner Goup was contradicted by the STOs
anal ysi s.

(84) In accordance wth proviso to item 2469A, Cener al
Appropriations Act, the STO entered into a contract wth
the Gartner Group on June 29, 2000, for $1.8 nillion. It
is not clear why the STO entered into this contract when
the STO s docunents and records indicated that recovering
$1.8 mllion was questionabl e.

(85) During the 2000-2001 fiscal year, the STO paid $1.75
mllion of the $1.8 million contract to the Gartner G oup.
O the $1.75 mllion, $1.1 mllion of the cost was not
recovered by the STO

RECOMVENDATI ON NO. 17

(86) W recomrend that for all material IT contracts that could
af fect working capital cash flow, the STO should only enter
into such agreenents after sufficient analysis has been
performed to determ ne whether the trust fund could pay the

obligations incurred. This finding is being referred to
the Ofice of Financial Investigations, Ofice of the
Conptroller.
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FI NDI NG NO. 18

STO anal yses and budgets contradict the decision to enter
into a $2.3 mllion contract with the Gartner Goup. As a

result, the Electronic Data Processing (EDP) Wbrking
Capital Trust Fund did not have sufficient cash flow to
meet current obligations.

Proviso to item 2711 Ceneral Appropriations Act for the
2001- 2002 fiscal year provided a specific appropriation of
$2.5 mllion from the EDP Wrking Capital Trust Fund to
continue enterprise-w de independent research and advisory

servi ces. In June 2001, the STO entered into a contract
for $2.3 mllion with the Gartner Goup to provide for
t hese services. It is not clear as to the STOs

justification for entering into another contract with the
Gartner Goup when the <contract from the prior year
resulted in $1.1 mllion that was not cost recovered.

RECOMMVENDATI ON NO. 18

We recommend that for all material |IT contracts which could
af fect working capital cash flow, the STO should only enter
into such agreenents after performng sufficient analysis
to determne whether the trust fund could pay the

obligations incurred. This finding is being referred to
the Ofice of Financial Investigations, Ofice of the
Conptroller.

FI NDI NG NO. 19

The STO contracts with the Gartner Goup had several

additional concerns that need to be addressed by STO
managenent .

There were several other issues relating to these contracts
that were problematic and need to be addressed.

These contracts provide for a package of services for
a single flat rate of $1.8 mllion and $2.3 mllion
for the 1999-2000 and 2000-2001 fiscal years

respectively. The Gartner Goup has not provided
usage detail in support of invoice pricing and cost
recovery from other state agencies. In addition,
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usage detail needs to be presented in a manner which
allows the STO contract manager to quantify the |eve
of benefit received by the state.

Conpared to data processing services, state agencies
were not appropriated specific spending authority for
t he use of such services.

Proviso to item 2469A, Ceneral Appropriations Act, for
the 2000-2001 fiscal year provided that the DVS shal

provide sunmary information regarding usage of these
services and resulting cost savings in a report to the
Governor’s O fice of Policy and Budget, the House
Fi scal Responsibility Counci |, and t he Senat e
Appropriations Conmttee by February 1, 2001. The STO
provided this report on February 28, 2001. The cost

savings in the report appears to be inflated. The
report indicates a potential cost savings to the state
of $6.01 mllion. This is based on the assunption

that all state agencies are using the services when in
reality only 28 agencies are wusing this service.
Additionally, the report does not account for the
extent of wusage for those agencies utilizing this
servi ce.

RECOMMVENDATI ON NO. 19

W recommend that the STO enter into a contract that can
work within the constraints of the EDP Wrking Capital
Trust Fund.

Unaut hori zed Activities of “ITFl ori da. conf

FI NDI NG NO. 20

From at |east January 2000 through March 8, 2001 agents of

the IT Task Force conducted business as “ITFlorida.cont
W thout a corporate charter or statutory authorization

Chapter 99-354, Section 11(1), Laws of Florida, created a
34 nmenber Information Technol ogy Devel opnent Task Force (IT
Task Force) charged with issuing reports on technol ogy

issues relevant to the state. The |IT Task Force was in
exi stence from July 1, 1999 through June 30, 2001 and
Fl ori da | aw provi ded specific gener al revenue
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appropriations, totaling $450,000% to fund four positions.
During the life of the Task Force, |awers occupied three
of these four positions.

Enpl oyees of the IT Task Force also functioned as agents of
| TFl orida.com This entity, neither created by statute nor
chartered as a corporation, operated out of the Carlton
Bui | ding, occupied office space provided by the STO and
utilized state resources for support. It appears that
| TFl ori da. com functi oned as an unauthori zed state supported
di rect support organization.

During the period January 2000, and possibly earlier,
t hrough June 30, 2001, IT Task Force enployees, acting on
behalf of [ITFlorida.com participated in business-Ilike
activities. These activities included, soliciting funds,
sponsori ng events, booki ng hot el r oons, receiving
correspondence and incurring liabilities on behalf of the
state wthout I|egal authorization. The latter issue is
di scussed nore conprehensively in Finding No 21.

The STO apparently provided state resources for the
operating costs of |[|TFlorida.com Because there was no

clear audit trail, however, the full extent of state
resources that went into |ITFlorida.com is not readily
det er m nabl e. I ndi vi dual general |edger and purchasing

card transactions for the STO and possibly other state
entities would have to be examned to quantify the costs.

We do know that the IT Task Force |eased its four enployees
from FSU and paid for equipnent, office rent, and travel.

On March 9, 2001, | TFl orida.com registered wth the
Departnent of State as a private non-profit corporation.
This registration listed six officers which included three
individuals from the private sector and three individuals
from state governnent. The three individuals from state
governnent included the fornmer state C1O The IT Task Force
Chai rperson and the Director of Ofice of Tourism Trade
and Econom c Devel opnent.

| TFl ori da.com continued to operate within the STO until
Sept enber 2001. According to the 2001 Annual Report of the
I T Task Force, the | T Task Force and |TFlorida.com
coexisted until the IT Task Force cane to an end on June

* The STO violated the General Appropriations Act due to the use of expense appropriation to lease three
FSU employees
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30, 2001. Additionally, the annual report acknow edges
that the STO provided state resources to capitalize
| TFl ori da. com

RECOMVENDATI ON NO. 20

(1000 W& recommend that all state officials operate within the
constraints of Florida law. Additionally, |TFlorida.com was
not authorized as a direct support organization by Florida
law. State officials also conducted |TFlorida.com business

which included soliciting funds from vendors. W wll
refer this finding to the Florida Conm ssion on Ethics and
the Ofice of Financial Investigations, Ofice of the
Comptroller.

Governor’s State of Technol ogy Address

FI NDI NG NO. 21

(101) The executive di rector of | TFl ori da. com i ncurred
unaut hori zed liabilities on behal f of t he state
Substantial conflicts of interest were created, when state

officials solicited funds from conpanies doing business
with the state to provide sponsorship for an | TFl orida. com
event .

(102) Section 112.313(7)(a), Florida Statutes, provides that no
public officer or enployee of an agency shall have or hold
any enpl oynent or contractual relationship wth any
busi ness entity or any agency which is doing business with
the state. It appears that agents of |TFl orida.com
violated this law when they solicited and processed
paynments from vendors during an |TFlorida.com sponsored
event.

(103) On Cct ober 11, 2000, t he executive di rector of
| TFl orida.com issued a general letter of intent to Ronald
L. Polito to enploy him as executive producer of the
Governor’s State of Technology Address, held in the Leon
County Civic Center on Novenber 15, 2000. For the period
Cctober 4th through Novenber 16th, 2000, Ronald L. Polito
billed | TFl ori da. com $191, 764 for his services.

(104) Docunents indicate that at |east $249,381 was spent on the
event. We noted the follow ng:
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The executive director of |ITFlorida.com incurred a
$12,426 obligation for renting the Leon County Civic
Center. The obligation was paid on June 1, 2001, when
the STO s Chief Financial Oficer nmade paynment through
the use of a state purchasing card.

The executive director of |TFlorida.com incurred an
obligation with AVI Rental Services for $45,191. The
obligation was paid on May 22, 2001 through the use of
the STO Chief Financial Oficer’s state purchasing
card.

For the period Novenber 2000 through April 2001, the
executive director of |ITFlorida.com and other state
enpl oyees solicited $110,000 in sponsorships from
conpanies who have |IT contracts wth the state.
Checks were collected and transmtted to Enterprise
Florida, Inc. (EFlI) where they were deposited in EFI’s
bank account. Subsequently, EFI disbursed paynents
totaling $110,000 to Ronald L. Polito.

On January 18, 2001, the executive director of
| TFl orida.com was hired by the Legislature to serve as
staff director for the newy forned House Committee on
| nformati on Technol ogy. Docunent ation indicated that
this individual also continued to hold hinself out as
the executive director of |[ITFlorida.com after his
enpl oynent by the Florida Legislature.

On May 21, 2001, the STO entered into a settlenent
agreenent with Ronald L. Polito for $81, 764. The
settlenent agreenent provided false and m sleading
statenments and was used to provide authorization to
di sburse state funds. On May 23, 2001, the state
di sbursed $81, 764 to Ronald L. Polito.

RECOMVENDATI ON NO. 21

(105) W recomend that state officials conply with Florida | aw

and obligate the state only for disbursenents authorized by
Fl ori da law and t he Gener al Appropri ations Act .
Additionally, we wll also refer this finding to the
Florida Comm ssion on Ethics and the Ofice of Financial
| nvestigations, Ofice of the Conptroller.
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KPMG Consul ti ng

FI NDI NG NO. 22

(106) The STO did not nmaintain adequate separation of duties for
an individual authorizing accounting transactions in the

Fl orida Accounting Information Resource (FLAIR) system and
obtai ni ng custody of state disbursenent warrants.

(107 In order to maintain effective internal control, it 1is
inmportant for every organization to mmintain separation of
duties for certain functions either through manual internal
controls or through information access controls.

(108) The STO permitted an on-site enployee of KPM5 Consulting to
aut horize and direct accounting transactions in FLAIR via
e-mai|l nessages to the DMS Bureau of Financial Managenent.
Additionally, the KPMG Consulting on-site enployee was
signing for the custody of state disbursenent warrants on
behal f of the KPMG Consul ting.

(109) The internal control weakness was further augnented when
KPMG Consulting invoices were submtted via email to the
KPMG Consulting on-site enpl oyee. The KPMG Consulting on-
site enployee then sent the invoices to the STO chief
financial officer to obtain approval for paynent.

RECOMVENDATI ON NO. 22

(110) & r ecommend t he STO nmanagenent establish proper
segregation of duties for authorizing transactions in FLAIR
and obtai ni ng custody of paynent warrants.

FI NDI NG NO. 23

(111) During the period Septenber 2000 through Decenber 2001, the
STO nade paynents to KPMG Consulting totaling $2.2 mllion.
The STO contract nmanager did not naintain adequate

docunents and records to support contract deliverables.
Additionally, the KPMG Consulting contracts did not have
clear deliverables and invoices were not sufficient in
detail to support paynent.

- 34-



Par . []:V\FTT

No.

(112) KPMG Consulting’s statement of work provided that they
woul d augnent STO staff on a task order basis to review and
develop policies and procedures related to budget,
per sonnel and  procurenent. Addi ti onal tasks were
determ ned by the STO However, these contracts were not
witten with clear deliverables including outcones that
coul d be quantified or neasured.

(113) On January 4, 2002, we sent a letter to the STO requesting
docunent ary evi dence to support KPM5 Consul ting
del i ver abl es. In the STO s response, we received a series
of KPMz Consulting prepared status reports, e-mails,
correspondence, sone draft policies and procedures and a
draft strategic plan.

(114) Addi ti onal |y, t he STO did not evaluate the cost
effectiveness of KPMG Consulting for augnenting or
provi ding an extension of STO Staff. W noted that a KPMG
Consulting staff person was performing functions that are
typically perfornmed by lower to nedium |evel accounting

per sonnel .
(115) As a result, it cannot be determ ned how nuch benefit was
received fromthe $2.2 mllion spent. In addition, besides

guiding and directing accounting transactions in FLAR
preparing draft operating procedures and a draft strategic
plan, we are unsure as to exactly what was produced in
relation to the noney spent.

RECOMMENDATI ON NO. 23

(116) W recommend that STO contracts with consultants provide
deliverables which can be objectively neasured or
evaluated. Additionally, the STO should inplenent witten
policies and procedures for contract managenent. Thi s
finding is being referred to the Ofice of Financial
| nvestigations, Ofice of the Conptroller.

Legal Services Contract

FI NDI NG NO. 24

(117) A STO contract for |legal services does not appear to be in
conpliance with Florida | aw.
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(118) The STO entered into a witten agreenment, effective June 1,
2000, wth a law firmto act as general counsel on |egal
matters relating to the STO The contract provided that
the law firm would ©provide contract negoti ati ons,
transactional representation and policy devel opnent. The
STO indicated that they did not have staff expertise to
conduct these services.

(119) Section 287.059(2), Florida Statutes, requires that a state
agency wll not contract for private attorney services
wi thout the prior witten approval of the Attorney Ceneral.

(120) Qur audit noted that the contract for the |egal services
was not signed and did not provide an execution date. The
Attorney General approved the legal services in witing on
July 26, 2000, which was after the date services began. As
a result, it appears that the STO obtained private | egal
services prior to the Attorney General approval, thus not
being in conpliance with Florida | aw.

(121) I n addition, the witten agreenent required the STO to pay
a flat fee of $15,000 per nonth which covered the first 100
hours of |egal services per nonth. However, the agreenent
did not provide a provision addressing conpensation
adjustrment if the firm provided |less than the 100 hours of
service. As a result, there is limted assurance that the
state is obtaining substantial performance for the noney
spent .

RECOMVENDATI ON NO. 24

(122) W recommend that the STO managenent ensure conpliance with
Florida law in obtaining | egal services. W also recommend
that if the STO utilizes flat fee rates, the agreenent
contains a provision addressing conpensation adjustnent for
hours provided | ess than agreed upon.

STO Credits

FI NDI NG NO. 25

(123) 1t is not clear as to whether the use of other agencys’

appropriated federal and state funds to purchase STO assets
was an al |l owabl e cost under federal and state |aw
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Qur audit noted two instances where state agencies were
providing loans to the STO to purchase assets. The STO
woul d then pay back the funds to the state agencies through
the use of credits applied against future billings for data
processing services provided by the STO These two
purchases are noted as foll ows:

On August 22, 2000, a total of $917,921 WAGES® Program
Federal TANF funds were disbursed to purchase an
Oracle license and support services for the STO  This
license support service was used by the Technol ogy
Resour ce Center for st at ewi de dat a processi ng
services. On May 30, 2001, the STO issued a credit to
the Agency for Wrkforce Innovation (AW)® in the
amount of $917,921 for the total TANF funds utilized
by the STO This credit was to be applied against
future billings for data processing services provided
by the STO. It is not clear as to whether this use of
Federal TANF funds to purchase an Oracle license and
support services is allowable under federal |aw

On February 15, 2001, the Departnent O Education
(DCE) entered into a service |level agreenent with the
STO to expend funds totaling $981, 364 to purchase the
hardware for a data warehouse project and then pass
the title to the STO On October 5, 2001, the STO
established a credit of $981,364 to the DOE as

required by the service |level agreenent. This credit
was to be applied against future billings for data
processing services provided by the STO It is not

clear as to whether this loan of state funds is
al l owabl e under Florida |law and in accordance with the
| egislative intent of the General Appropriations Act.

In both instances, we were unable to obtain records and
docunents which denonstrate that the STO and respective
state agenci es exercised due diligence and justification as
to whether the l|loaning of federal and state funds is an
acceptabl e practice under federal and state | aw.

In addition, Section 215.18, Florida Statutes, provides for
the manner in which noneys nmay be transferred or |oaned to

® The Work and Gain Economic Self-Sufficiency (WAGES) Act of October 1996 was developed to
implement the requirements of the Temporary Assistance for Needy Families (TANF) Federal Welfare
Program. The WAGES program was established within DMS.

® The Florida Workforce Innovation Act passed in October of 2000 and replaced the WAGES program with
the Welfare Transition (WT) program. This act also created the Agency for Workforce Innovation (AWI).
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a fund to neet tenporary cash deficiencies. It requires
the tenporary transfers to be repaid no later than the end
of the fiscal year in which the transfer is nade. The STO
did not have legal authority to establish credits, and was
in violation of the requirenent that the noneys be repaid
by the end of the fiscal year in which the transfer is
made. Addi tional problens are noted when federal nopneys
are invol ved.

RECOMVENDATI ON NO. 25

(127) W recommend that in the future the STO shoul d exerci se due
diligence and determ ne whether these transactions are

al l owable wunder state and federal Ilaw prior to the
di sbursenent of funds, and should maintain docunentation in
files to support this decision. |In addition, we reconmend

that the STO and the other state agencies obtain or request
federal and |egislative guidance to clarify if federal and
state funds used in this manner is allowable. Finally, we
reconmend that for the tenporary transfer of noneys, the
STO comply with Florida |aw. This finding is being
referred to the Ofice of Financial Investigations, Ofice
of the Conptroller

DEPARTMENT OF BUSI NESS AND
PROFESSI ONAL REGULATI ON

Conflicts of I|Interest

FI NDI NG NO. 26

(128) The Departnment of Business and Professional Regulation
(DBPR) did not follow their established policies and

procedures regarding potential conflicts of interest 1in
contract procurenment and managenent.

(129) The DBPR and the STO undertook a re-engineering project to
redesign critical business processes and to inplenent a
licensing software system The DBPR entered into a $16
mllion contract with Accenture on February 2, 2001, to
develop this project. Additionally, the DBPR contracted
with KPMG Consulting to perform various consulting services
related to this project.

- 38-



Par . []:V\FTT

No.

(1300 W noted the following relationships involving KPM5
Consulting in performng services related to the re-
engi neering project:

The DBPR paid $399,460 to KPMG Consulting to perform a
feasibility study for re-engineering and regulatory
service processes for the project.

The DBPR paid $171,916 to KPMs Consulting to
facilitate the procurenent process for the project.
KPMG Consulting’ s proposal indicated that it would not
participate in selection or decision nmaking for the

DBPR. However, t he pr oposal identified t he
establishnent of evaluation criteria as a scope of
service in the selection of the contractor. In

addition, KPMG Consulting billed and received paynent
for services relating to the procurenment evaluation
process.

During this period, Versa Managenent Systens, Inc. was
owned by KPMs Consulting and provided software
devel opnent for the Accenture contract. Transcripts
taken during the vendor denobnstration and negotiation
phase of the procurenent process indicated that the
DBPR project nmnanager disclosed KPM5 s relationship
wi th Versa Managenent Systens. However, the DBPR nade
the decision to continue the procurenent process with
Versa Managenent Systens conpeting for the software
devel opnent portion of the Accenture contract. On
July 9, 2001, six nonths after Accenture entered into
the elicensing contract with the DBPR and the STO
KPMG Consulting sold its interest in Versa Managenent
Syst ens.

The DBPR paid $200,152 to KPMG Consulting to perform
proj ect nmanagenent and support services for the DBPR

Docunent ati on obtai ned during the audit indicated that
KPMG Consulting provided technical project managenent
and support for the contract.

(131) As a result of these relationships, there is the appearance
of a conflict of interest involving KPM5 Consulting.
There is also an internal control weakness due to KPMG
Consulting’s involvenment in providing the feasibility
st udy, i nvol venent in contract pr ocur enent and in
perform ng contract managenent functions.
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RECOVIVENDATI ON No. 26

(132) W& recommend that the DBPR and the STO readdress policies
and procedures regarding conflicts of interest. These
procedures should indicate that iif <contractors perform
feasibility studies or facilitate the contract solicitation
and procurenent process, they should be excluded from being

a participant in the procurenment process. Addi tional ly,
for effective internal control, contractors that perform
feasibility studies should not participate in project
managenent .

(133) Further, wth respect to the DBPR, STO and Accenture’s

“partnership” issue, we intend to request the Attorney
Gener al to render an opi ni on concer ni ng t he
constitutionality of the “shared benefit” conpensation

schenme enbodied in the Accenture contract.

DBPR Contract Managenent

FI NDI NG NO. 27

(134) The Departnent of Business and Professional Regulation

(DBPR) did not always have adequate docunentation to
support the contract nmanagenment process.

(135) As previously noted, the DBPR retained KPMG Consulting to
perform project nmanagenent functions for the Accenture re-
engi neering contract. These functions enconpassed the
establishnment of a project nmanagenent office, which
consisted of DBPR and KPMG Consulting staff organized to
plan and control the re-engineering project through design,
devel opnent and i nplenmentation of the project.

(136) W noted the followi ng deficiencies relating to the DBPR s
contract nmanagenent process for KPMSG Consulting s project
managenment functions:

The DBPR did not provide docunentation to support the
actions taken by the DBPR contract nanager or the
Depar t ment in inspecting, observi ng, val i dati ng,
guesti oni ng, corroborating and evaluating project
status reports and deliverable tracking lists provided
by KPMG Consul ti ng.
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The DBPR did not provide the contract managenent or
revi ew procedur es utilized to eval uate KPMG
Consul ting’s project nanagenent function.

(137) As a result, it is not clear what nonitoring functions were
performed by the DBPR for the consulting services provided
by KPMG Consul ting.

RECOMVENDATI ON NO. 27

(138) W reconmend that the DBPR expand their current witten
procedures for contract nmanagenent. These procedures
shoul d describe the docunented nethods and actions to be
performed by the contract manager as a neans  of
acconplishing accountability. This finding is being
referred to the Ofice of Financial Investigations, Ofice
of the Conptroller.

DVS, DI VI SI ON OF RETI REMENT

| RIM Phase |1

FI NDI NG NO. 28

(139) The DMVS, Division of Retirenent’s contract mnagenent
process was not always adequate to support paynent.

(140) The DVMS, Division of Retirenment (Division) entered into a
contract on January 7, 1997, totaling $16.56 nillion with
KPMG Consul ting to design, devel op, construct and inplenent
the Reengineering |nprovenent and Mbdernization System
(RIM. The objective of this project was to transform the
Division’s functions to a near paperless system

(141) During the period January 1999 through June 2001, eight
anendnments totaling $7.47 mllion were nade to the
contract.

Amendnents one through six provided for post

i npl enentation support and system nodifications for
Phase 111 of the RI M project.
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Amendnent seven mainly provided for full service
informati on systens support to the Division and the
extension of RRMto the Internet (eR M.
Amendnent  eight continued KPM5 Consulting as the
Divisions full service information systens provider.
(142) Qur audit focused on RIM Phase |1l anendnents and eRIM W

noted the foll ow ng:

In Novenber 2000 after RIM phase |1l conponents
were conplete, the Division and the STO decl ared
the transition of the RIM system to Dvision's
informati on systens personnel was in a state of
ener gency. As a result, the Division, the STO
and KPMG Consulting drafted RIM Phase 111
amendnment seven. There is no docunmentation from
the STO and the Division evidencing nanagenent’s
eval uation of this energency and its relationship
to the developnent of e-RIM In addition, it
appears that the Division preferred to continue
an existing contract through a series of contract
anmendnments even though the scope of services had
mat eri ally changed.

Anmendnent seven to the RIM Phase I|Il contract
provided lunp sum paynents that were  not
reconcilable to the contract hourly billing rate.
Amendnment seven added $2.2 mllion in fixed
deliverables to the RIM Phase |Il contract. The

of ficial anmendnent docunment, purchase orders and
invoices did not contain a reconciliation for an
hourly contract rate of $165 per hour.

The Division could not provide witten interna
control policies and procedures describing the
contract managenent process. This process should
explain the procedural steps enployed by the
contract manager in determ ning whether contract
deliverables were satisfactory conplete prior to
paynent .

QG her than a signature fromthe contract nanager,
the Division of Retirement could not provide
evidence to denonstrate the actions perforned by
the contract nmanager to validate the satisfactory
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receipt of contract deliverables. |In addition,
the Division could not provide evidence that the
technical aspects of e-Rm were satisfactory
conplete prior to paynent.

(143) As a result of the above itens noted, the D vision of

Retirement’s contract nanager mnmay not be sufficiently
carrying out adm nistrative and technical noni t ori ng
functions. In addition, the Division has Iimted assurance
that the contractors have fulfilled the ternms of the
contract.

RECOMVENDATI ON NO. 28

(144) W& recommend that the DMS, Division of Retirenent establish

witten procedures for the contract managers to follow in
the contract managenment process. Additionally, t he
contract nanager needs to obtain and maintain evidential
matter as to his/her conclusions as to whether contract
deliverables are satisfactory conplete prior to the
di sbursenent of funds. This finding is being referred to
the Ofice of Financial Investigations, Ofice of the
Conptroller.
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